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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Ransomware Activity Targeting the Healthcare and Public Health Sector

e Collaboration Starts at Home, Extends Globally

e Consolidated: Passwords and people are biggest risks to businesses' cyber
security

¢ Women to watch in Cybersecurity

e 5 Lesser-Known Cyber Threats That You Should Be Aware of in 2023

e DHS Announces New Cybersecurity Performance Goals for Critical
Infrastructure

* Top six cyber security trends for 2023: SCC Cyber

e Cyber Security Today, October 31, 2022 - Windows servers help serve denial
of service attacks, and more

¢ Bosses say they're serious about cybersecurity. It's time for them to prove it
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- Tools and Resources -

CYBER+INFRASTRUCTURE

DEFEND TODAY, SECURE TOMORROW

Capacity

Webinar | CISA
Friday, November 18, 2022 11:00 AM EST -
12:00 PM EST

Defending Against
Ransomware Attacks

CISA is proud to offer the cybersecurity
awareness webinar, Defend Against
Ransomware Attacks (IR109) on Friday,
November 18, 2022 from 11 a.m. to noon
EST. We are excited to share this
information with stakeholders across the
Federal enterprise and nationally.

This webinar is accessible to a non-
technical audience and beginning
incident responders.

View Virginia Fusion
Center Homepage

Click Here

Webinar | Capacity Media/NTT Ltd
Thursday, November 17 2022 11:00 AM EST

How to keep your network
safe from DDoS attacks - a
practical guide

Are you ready to respond to a DDoS
attack? Do you have a defense plan in
place? DDoS attacks can strike at any
time, potentially crippling network
infrastructure and severely degrading
user experience. Depending on their
type and severity, the impact can result
in damaged infrastructure, lost revenue,
decreased productivity and irreparable
harm to your organization’s brand and
resources.

Observe Suspicious
@ Activity?

Report Online
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Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
webversion VFC Fusion Site
VFC Shield Report SAR Shield Homepage
Awareness Through Information Email Coordinator All Products

Sharing"

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have

been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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